The modeling of network intrusion detection is an important network security protection technology. The current network intrusion detection model can not accurately describe the intrusion behavior, resulting in incomplete network intrusion detection. Therefore, a network intrusion detection model based on machine learning algorithm was designed. In addition, support vector machine (SVM) fits the mapping relationship between network intrusion detection characteristics and network intrusion behavior, and established a network intrusion detection model that reflected the relationship between the two aspects. Finally, the experimental results showed that the model not only can accurately identify the network intrusion behavior, but also has a very fast detection speed. It has obtained better network intrusion detection results than other models, and had a wide application prospect. I. INTRODUCTION Network security is an important aspect in cyberspace security. The security of network infrastructure provides the basis for the reliable operation of the Internet. And various network security detection measures provide secure communications for the development of various Internet activities. Machine learning technology has a wide range of applications in BGP anomaly detection, malicious domain name detection, botnet detection, network intrusion detection,
mistake rate and no ability to detect unknown abnormal domain name. In recent years, application of machine learning technology to construct detection rules for malicious domain names is a new research direction in this field [1] [2] .
Intrusion detection is a reasonable complement to the firewall to help the system deal with network attacks, expand the system administrator's security management capabilities, including security auditing, monitoring, attack identification and response, and improve the integrity of the information security infrastructure.
For a successful intrusion detection system, it not only allows system administrators to keep abreast of any changes in network systems (including programs, files, and hardware devices, etc.), but also provides guidelines for the development of network security policies. More importantly, it should be simple to manage and configure, so that non-professionals can easily obtain network security.
Moreover, the scale of intrusion detection should also change based on changes in cyber threats, system architecture, and security requirements. The intrusion detection system responds promptly after discovering the intrusion, including cutting off the network connection, recording events and alarms.
II. MALICIOUS DOMAIN NAME DETECTION PROCESS

BASED ON MACHINE LEARNING
Malicious domain name detection based on machine learning is usually implemented by an offline model and an online model. The general process is shown in Figure 1 . 
III. NETWORK INTRUSION DETECTION
A. Research Status
At present, the research on network intrusion detection has been deepened, and many network intrusion detection models with better performance have emerged. The current network intrusion detection models can be roughly divided into two categories: misuse detection and anomaly detection.
Misuse detection is the most primitive intrusion detection
Atlantis Highlights in Engineering, volume 5
technology. It constructs a database of network intrusion detection, and matches the to-be-detected behavior with intrusion behavior in the database. If it matches, it will be classified into the corresponding intrusion category.
Otherwise, it is a normal behavior [3] [4] .
In practical applications, the misuse detection model can Neural network is a modeling method based on big data theory and requires training samples, so the cost of network intrusion detection is increased. At the same time, the sample of network intrusion is really few and it is difficult to meet the requirements of many samples. Therefore, the network intrusion detection results of the neural network are not stable, and the detection accuracy is sometimes high or sometimes low [5] .
In recent years, with the continuous deepening of machine learning theory, a new type of modeling technology has been created, that is, support vector machine (SVM).
Compared with neural network, and support vector machine (SVM) has been used. The number of training samples is not so high, and the learning performance is not better than that of neural networks. For this reason, some scholars have introduced it into the application of network intrusion detection.
In the process of network intrusion detection modeling based on support vector machine, there are the following two problems. First is determination of the parameters of support vector machine. For the problem of parameter determination, some scholars use the gradient descent algorithm and the genetic algorithm to obtain the optimization, however, optimization looking time of gradient descent algorithm is long, which will affect the efficiency of network intrusion detection. Second, there is no unified theoretical guidance for genetic operator setting of genetic algorithm, so it is easy to obtain the local optimal parameter value and affect the network intrusion detection results.
In order to obtain high-accuracy network intrusion detection results, a network intrusion detection model based on ant colony algorithm to determine the parameters of the support vector machine is proposed according to the limitations of the current network intrusion detection model.
One-to-many network intrusion detection classifier is established by SVM, and ant colony algorithm is used to determine the optimal parameters. In addition, the current standard network intrusion detection database is used to test the validity of the model, and the accuracy is more than 95%, as well as the detection error is far lower than the actual application range. 
B. Support Vector Machine
where w is the weight; b is the threshold.
To find the optimal separate hyper plane, we must find the optimal w and b values, and solving the formula (1) directly to obtain the optimal w and b values is very difficult. Therefore, we should set the following constraints based on the structural risk minimization principle
In order to speed up the modeling process, a slack variable A is used to perform a trade off between the classification accuracy and the classification error so that the optimal separate hyper plane can be transformed into the following form
The corresponding constraint is ( ) ) 1 0, 1, 2,....,
where C represents the penalty of the error.
Introducing L multiplier A to get the dual form of (5) and there is the following constraint: Selecting the radial basis function that is
whereσrepresents the kernel width parameter.
C. Impact of Parameters on Network Intrusion Detection
Analyzing the working principle of SVM, we can find that the influence of parameters C and σ on their learning performance is very important. A training sample is selected to analyze the correct rate of network intrusion detection under different parameters, and Table 1 shows the results.
Through analysis of Table 1 , we find that even if the environment and data are the same, the difference in accuracy of intrusion detection for different parameters is still large. Therefore, the optimal values of parameters C and σ need to be selected. [ , ] ..
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The steps of network intrusion detection are as follows:
Step1: Collect network status information, extract features of network intrusion detection, and perform the following processing on features: Step3: Through the pheromone update operation and node transfer of the ant colony, the path is crawled. Finally, the optimal parameter ( , )
C  combination is found through path optimization.
Step4: Establish an optimal network intrusion detection model based on the optimal parameters ( , )
Because of the classification problem of support vector machines for two categories, there are many types of network intrusion behaviors, such as denial of service attacks, unauthorized remote access attacks, and port scanning attacks. This article uses a one-to-one approach to build multiple classifiers, as shown in Figure 3 . 
